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Don't let your social media use negatively affect your life. Follow these simple strategies and avoid problems later!

|. DON'T POST OR SEND ANYTHING YOU WOULD BE EMBARRASSED FOR CERTAIN OTHERS TO SEE. Think about what your family,
friends, future employers, or college admission decision-makers might think if they see it. How would you feel if that statement or picture o o
was forever tied to your name and your identity? Does it really represent who you are? Remember, your keyboard may have a “delete” but-
ton, but once online it is often impossible to remove.

2.00 START EARLY IN BUILDING A POSITIVE ONLINE REPUTATION. Don't wait until you are getting ready for college or applying for a job to start develop-
inga dynamite digital dossier. From the very first post you make on a new social media platform, think about how others will perceive and interpret what you
share. Also, actively involve yourself in many positive activities. Excel academically. Volunteer. Play a sport. Lead a social group. Give a speech. Do community
service. Write positive, thought-provoking and creative blog posts or editorials for online news outlets. Get yourself featured in newsworthy projects. All of
these things will look good on a resume, and they will reflect positively on you if someone stumbles upon them in an online search. Figure out the best ways to
create and maintain an onling identity that strongly demonstrates integrity and maturity.

3. DON'T COMPROMISE YOUR IDENTITY. dentity thieves are constantly looking for new ways to obtain your personal information, usually for
the purpose of benefiting financially at your expense. Never post your address, date of birth, phone number, or other personal contact information
anywhere on social media. Even with restrictions, access can be gained through fraudulent means such as by phishing, hacking, or malware.

4.D0 BE CONSIDERATE OF OTHERS WHEN POSTING AND INTERACTING. If you message someone and they do not respond, or if someone messages you
and asks that you not post about them, take the hint and move on. Also don't post pictures of others without their permission. And if someone asks you to re-
move a picture, post, or to untag them, do so immediately. [t's what you would want if you asked someone the same thing.

5. DON'TVENT OR COMPLAIN, ESPECIALLY ABOUT SPECIFIC PEOPLE OR ORGANIZATIONS, IN PUBLIC SPACES ONLINE. People will negatively judge
you based on your attitude, even if your complaint has merit. Employers, schools, and others have access to social media, and they are looking. Is that spiteful
comment about your boss or co-worker really worth losing your job over? Or sharing with those who may have an awesome opportunity to give you in the fu-
ture? Be careful, too, about complaining in seemingly private environments or sending direct messages to others you think you can trust. You just never know
who might eventually see your posts.

6. DON'T HANG OUT WITH THE WRONG CROWD ONLINE. Resist accepting every friend and follower request that comes your way. .
Having a lot of followers isn't the status symbol some people make it out to be, and can just increase your risk of victimization. Giving |. q
strangers access to your personal information opens you up to all sorts of potential problems. It's also true, though, that those who are mﬁm
most likely to take advantage of you won't be complete strangers, but will be those you've let into your life just a little bit (like allowing

them to friend or follow you) - and who use information they can now access against you. Be selective with who you allow to enter into

your world! Go through your friends and followers lists regularly and take the time to delete those you do not fully trust, those that you have superficial and
largely meaningless friendships with, and those you probably arent going to ever talk to again.

7.DON'T HANG OUT WITH THE WRONG CROWD OFFLINE. Maybe you're smart enough not to post that pic of you holding that red solo cup (filled with lem-
onade). But your friend does—and tags you—along with the comment: “Gettin' blitzed!!!" You also might not want others to record your legendary dance moves at




last weekend's party, but cameras and phones are everywhere. If you are associating with people who don't really care about you or your reputation, they may
seize the opportunity to record and post the video for others to see (and laugh at). Worst of all, it could go viral, and next thing you know you are being inter-
viewed by Daniel Tosh about a humiliating video of you that has gone global and been viewed by millions. Trust us - you do not want that kind of attention.

8.D0 PROPERLY SET UP THE PRIVACY SETTINGS AND PREFERENCES WITHIN THE SOCIAL MEDIA APPS, SITES. AND SOFTWARE YOU USE. Use the
features within each environment to delete problematic comments, wall posts, pictures, videos, notes, and tags. Don't feel obligated to respond to messages
and friend/follower requests that are annoying or unwanted. Disallow certain people from communicating with you or reading certain pieces of content you
share, and allow access only to those you trust. Turn off location-sharing, and the ability to check-in to places. If you need to let your friends know where you
are, just text them using your phone rather than sharing it with your entire social network.

9.DON'TPOST OR RESPOND TO ANYTHING ONLINE WHEN YOU ARE EMOTIONALLY CHARGED UP. Step away from your device. Close 3¢ L
out of the site or app. Take a few hours, or even a day or two, and allow your brain some downtime to think through the best action or response.
Responding quickly, based on emotion, almost never helps make a problem go away, and often makes it much worse. Pause before you post!

[0. DO SECURE YOUR PROFILE. Use complex passwords that consist of alphanumeric and special characters. Avoid using recovery questions which have
gasy-t0-guess or common answers such as a pet's name. Never reveal your passwords to friends or family, or [eave them written down somewhere. Avoid ac-
cessing your online profile from devices which are unsecure (like at a library computer), or do not have virus and malware protection.

[I.DON'T TELL THE WORLD WHERE YOU ARE AT ALL TIMES. You probably wouldnt hand a stranger your daily agenda. and you shouldn't post it all over
social media. Burglars use social media to target victims by reading posts that clue them in as to where you are (and when you're not at home). Checking in
while on vacation or posting an update such as "At the beach for the day” or “Be back in town on Tuesday” may be a fun way of letting your friends know what you
are up to, but it also lets those with bad intentions know when your home is empty and vulnerable.

12. D0 REGULARLY SEARCH FOR YOURSELF ONLINE, JUSTTO SEE WHAT IS OUT THERE. Start with Google, but also use site-specific ”
search engines on social networking sites, as well as sites that index personal information about Internet users. Some examples are:

peekyou.com, zabasearch.com, pipl.com, yoname.com, and spokeo.com. If you do find personal information about yourself, investigate how J
you can have it deleted. Many sites provide some type of “opt-out” form which allows you to request its removal.

[3. DON'T GET POLITICAL. It's best to shy away from political and religious declarations which might seem abrasive and may offend others. Even though these
opinions might be legitimate (and you are certainly entitled to them), you need to realize that others are looking at what you post and will judge you accordingly.
Plus, social media isn't the best place to discuss these complicated issues. Save the preaching for personal conversations! Also remember that sarcasm is
often lost in online communications. A funny comment might can be easily misinterpreted or taken out of context, resulting in unintended hurt feelings or inac-
curate perceptions.

14. D0 SEPARATE BUSINESS FROM PLEASURE. The reality is that we all would probably rather not have our employers (and many others) know every little
detail about our personal lives. For this reason, consider online social networking with work acquaintances via sites like LinkedIn or Google+ as opposed to
mixing your professional contacts with more personal ones on Facebook and Instagram.

[5. D0 BE CAREFUL ABOUT OVERSHARING. If you are always posting about your meals, trips o the bathroom, social life, and the latest viral YouTube video,
others are going to think that: ) you have way too much time on your hands, 2) you have no focus or goals, or 3) you are unproductive and cannat possibly con-
tribute meaningfully to anything. Remember that people don't care as much as you want them to care about all
of the various random things going on in your life. It's not all about you!
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